
Schlage card readers and IP controllers utilize multiple communication protocols along with security 
standards ensuring compliance with physical security and IT standards. This guide is intended  

as a reference ensuring end user and channel optimization based on application needs.
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Reader Security Guide

Schlage M
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T
3 Series

TCP/IP with TLS
Uses industry-standard Transport  
Layer Security (TLS>=1.2) to provide 
end-to-end encryption, authentication, 
and integrity of communication 
between access control devices.
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TCP/IP with AES Encryption Enabled
Layers AES-256 encryption on standard network 
protocols to protect communication between 
access control devices.

OSDP with Secure Channel Extension
Enhances OSDP with security features to protect against 
eavesdropping, tampering, replay attacks, and device 
impersonation. Mitigating against published vulnerabilities 
requires careful configuration during deployment.

OSDP (Open Supervised Device Protocol)
A communication standard developed by the Security Industry Association 
(SIA) for access control systems. More feature-rich than Wiegand. Lacks 
security features to protect communication between access control devices.

Wiegand and Clock & Data
Legacy serial protocols that have no inherent security features to protect 
communication between access control devices.

TCP/IP
Standard network protocols that have no inherent security features to protect 
communication between access control devices (encryption is not enabled).

1.	 Routing wires through a physically secured space and periodically monitoring endpoints for 
tampering may help mitigate some of the risks associated with insecure protocols.

2.	 Encryption enabled with pre-shared key.
3.	 -485 model only.

Schlage MTB Series

Schlage RC Series ISONAS RC04 Series

Schlage MT Series, PR & SM

See the Schlage Credential 
Security Guide to understand 
the role credentials play in a 

secure facility.
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About Allegion

Allegion (NYSE: ALLE) is a global pioneer in seamless access, with leading brands like CISA®, Interflex®, LCN®, 
Schlage®, SimonsVoss® and Von Duprin®. Focusing on security around the door and adjacent areas, Allegion 
secures people and assets with a range of solutions for homes, businesses, schools and institutions. 
For more, visit www.allegion.com.

https://us.allegion.com/content/dam/allegion-us-2/web-files/allegion/information-documents/Allegion_Credential_Security_Guide_115631.pdf

